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Abstract 
In order to evaluate enterprise information systems’ risk quantitatively, a new method for risk evaluation is studied. 
Firstly, a set of evaluation system is proposed for enterprise information systems. Secondly, the evaluation model is 
built and the corresponding algorithm, i.e., Refining High indexes (RHI) algorithm, is given. Finally, the application 
of the evaluation system, the evaluation model and RHI algorithm is explained through an example, which provides 
quantitative references for enterprise information systems’ risk evaluation. 
© 2011 Published by Elsevier Ltd. 
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1. Introduction
With the development of information technology, the market competition is increasingly intense and
the uncertainty of environment has increased. The risk evaluation of enterprise information system(EIS) 
plays an increasingly important role. At present, the studies about risk of enterprises information systems 
include risk management [1], risk factors analysis [2], risk evaluation [3-4] etc, in which the methods of 
enterprise information systems’ risk evaluation involve risk matrix, AHP-based method, fuzzy 
comprehensive evaluation, method based on probability and statistics etc. For example, reference [3] 
proposed the multi-level integrated assessment model which evaluated software projects’ risk. Overall, 
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these researches has laid foundation for the risk management in some degree, but most of them are 
qualitative analysis and do not form a complete index system. Thus, a set of evaluation system is 
proposed for enterprise information systems in this paper. Then the evaluation model is built and the risk 
is evaluated by the method of layer analysis, which provides quantitative references for reducing 
enterprise information systems’ risk. 
2. Risk assessment index system 
Enterprises’ risk identification can be divided into the following three stages: primary preparation, 
project implementation and post evaluating. The evaluation index system is given, as shown in Figure 1. 
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Figure 1 Risk Index System of EIS 
3. Evaluation of EIS Risk 
3.1 Evaluation model 
A new assessment model for enterprise information systems’ risk is built according to the proposed 
evaluation index system. The major components is given, as shown in Figure 2. 
The demand impetus risk of EIS is analyzed to show the composition of this model. 
(1) A: It is posed by the index level. The demand impetus of business management and driving force of 
external environment are included. 
(2) B: It is posed by the refining index of each index level.  
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(3) C: It is posed by the relation matrix between each index level and its refining index, standard values of 
each refining index, and actual value of the enterprise. 
(4) D: It is posed by the importance of the criterion level index which corresponding to the index level, 
degree of risk, and risk index.  
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Figure 2 Evaluation model of Risk 
3.2 Evaluation algorithm 
A new algorithm, Refining High Indexes (RHI) algorithm is proposed based on the established risk 
evaluation index system and evaluation model. The specific steps are as follows: 
Algorithm 1: RHI Algorithm 
Step 1: Building A. Assuming that the importance of index which corresponding with each index level are 
described by the following five levels (that is, 1,2,3,4,5, and from 1 to 5, the importance is increasing): 
Step 2: Building B. It is mainly posed by the refining index of each index level. 
Step 3: Building C.Assuming the degree of relationship between each index level and each refining index 
 are described by the following six levels(that is, 0,1,3,5,7,9, and 
from 0 to 9, the relationship between the index level and refining index is increasing). 
( 1,2, , ; 1,2, ,ijr i m j n= =L )L
Step 4: Defining the relationship between refining indexes. (The evaluation indexes of same level are 
mutually independent.) 
Step 5: Calculating the importance score jh  and importance 'jh  of each refining index.The importance 
score and importance of each refining index are calculated as follows：
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Step 6: Acquiring the degree of each refining index jw .The degree of each refining index 
 is measured by the ratio of the gap between index value of current risk and standard 
value to standard value. 
( )1,2, ,w j n= Lj
 
Step 7: Calculating the risk index jR  of each refining index. The risk index of each refining index is 
calculated as follow: 
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WARV
Step 8: Calculating the risk value of criterion level index（Weighted Average Risk Value, labeled as 
）.
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Step 9: After calculating the risk index of each criterion level index, goto step 1. The final risk index of 
enterprise information system can be obtained. 
In addition, those indexes that haven’t yet fully quantitative are evaluated by the A, B, C, D, E five 
levels. Where, A—is very satisfied with the conditions; B—is satisfied with the conditions; C—is more 
satisfied with the conditions; D—is general satisfied with the conditions; E—is not satisfied with the 
conditions. 
4. Example 
According to the risk evaluation model, and the risk index of an enterprise information system is 
evaluated by RHI algorithm.The demand impetus risk is analyzed to explain the calculation of criterion 
level index. 
Total: The risk index of demand impetus is 0.120
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Figure 3 Risk of Enterprise Information System 
 Similarly, the other index values of the criterion level can be obtained. The results are as follows: 
Table 1 Risk index value of criterion level 
Index Demand 
impetus  
Human 
resourc
es
Informa
tion 
infrastr
ucture 
Manag
ement 
infrastr
ucture 
Softw
are 
Implem
entation 
Trans
form
ation  
Benefit  
Risk 
value 
0.120 0.160 0.260 0.203 0.125 0.177 0.154 0.124 
According to the risk index values of the criterion level, the risk index of this enterprise information 
system can be obtained, as shown in Figure 4.  
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Figure 4 Risk Evaluation of Enterprise Information System 
According to the refinement by layer and evaluation, the risk index of this enterprise information 
system is calculated to be 0.157. It means that the failure probability of this enterprise to construct the 
information system is 15.7%. And the risk index of implementing risk is the highest according to Figure 
4. So the enterprise should take measures actively to avoid the risk during the construction. 
5. Conclusion 
The rapid development of information technology means both opportunities and challenges to 
enterprises. And how to reduce the risk becomes the arduous task faced by enterprises. Combining with 
the process implementation phase, a set of evaluation index system for enterprise information systems’ 
risk is proposed based on the risk analysis. Then according to the proposed RHI algorithm, the risk 
evaluation of enterprise information system is implemented. And then the risk evaluation is explained by 
a case study. This study enriches the risk theory of enterprise information systems, and lays the 
theoretical basis for reducing the enterprise risk.  
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